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SYSTEM AND METHOD FOR DISTANCE LEARNING 



CROSS REFERENCE TO RELATED APPLICATIONS 

This application is related to co-pending U.S. Patent Application No. 

(attorney docket no. 23415-012), filed on February 01, 2002, which is assigned to the 
same assignee as that of the present invention and which is incorporated herein by this 
reference. 

BACKGROUND OF THE INVENTION 

1 . Field of the Invention 

The present invention is related to the field of distance learning (or distance 
education). 

2. Discussion of the Background 

The concept of distance learning dates back over 100 years. Correspondence 
courses, one of the earliest forms of distance learning, was in wide spread use at the 
beginning of the 20 th century. Students enrolled in such correspondence classes would 
receive by mail packages containing learning materials and assignments. The students 
also used the mail to send completed assignments to the instructor. 

As communication tools developed, so did the opportunities for distance 
learning. Radio and television are two technologies that greatly enhanced the distance 
learning experience. With the advent of the Internet and the World Wide Web (a.k.a., 
'the web"), many in the teaching community believed that this technology would 
revolutionize distance learning, giving instructors the tools necessary to more 
effectively teach at distance. 



Attorney Docket No.: 23415-013 
Novell Ref. No. IDR-548 



To some extent, the Internet and the web has revolutionized distance learning. 
A quick search of the web reveals hundreds of opportunities for distance learning. 
Distance learning opportunities from learning a foreign language to programming in 
C++ are all easily available. 

5 

However, some courses are not suited well to distance learning. One example of 
such courses are information technology (IT) training courses. A typical IT training 
course exercise requires a student to spend time in a "hands-on" lab that is set up with 
multiple computers (also referred to as "machines"), with each computer being set up 
10 with a different operating system. 

J SUMMARY OF THE INVENTION 

fy The present invention aims to provide an environment where IT technology 

fit 

■ £ 15 training courses can successfully be taught through distance learning. 



ru 



In one aspect the invention combines virtual machine technology, remote 
display technology, and web technology to create a system for distance learning that can 
5P be used to teach a typical IT training course. 



! pa?- 

S 20 



In one embodiment, the invention includes a server computer system and a 
client computer system. The server computer system communicates with the client 
computer system through a communications network. The server computer system 
includes the following software: a virtual machine platform for running one or more 

25 virtual machines, a remote display server (RDS) for providing remote access to a 

graphical user interface displayed on server computer system, and a distance learning 
server (DLS). The client computer system includes the following software: a distance 
learning client (DLC) and a remote display viewer. In one particular embodiment, the 
DLS includes a standard web server and other software or scripts, the DLC is a standard 

30 web browser, and the remote display viewer is a Java client which runs on any Java- 
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capable browser. 



In one aspect, a student that desires to perform remotely an exercise from an IT 
training course uses his/her browser to connect to the DLS. The DLS downloads to the 
browser a list of exercises that the student can choose from. After the student selects an 
exercise, the DLS launches the virtual machines that are needed for the student to 
perform the selected exercise. The virtual machines are launched on a computer system 
that is remote from the student, but the computer system includes a remote display 
server. After the virtual machines are launched on the remote system, a remote display 
viewer is loaded in the student's browser and the remote display viewer connects to the 
remote display server. After the viewer connects to the remote display server, the 
viewer displays one or more of the virtual machines in a window on the student's 
computer. Thus, after the viewer connects to the remote display server, the student can 
remotely interact with the virtual machines that are required for the student to perform 
the exercise. 

In another aspect, a method according to one embodiment of the invention 
includes: transmitting a list of exercises from a server to a client system, whereby the 
client system displays the list of exercises to a student, and wherein each exercise on the 
list is associated with one or more virtual machines; receiving at the server data 
transmitted from the client system, wherein the data indicates that the student selected a 
particular exercise from the list; launching on a computer system that is remote from the 
client system and that comprises a remote display server the one or more virtual 
machines that are associated with the particular exercise; and transmitting data to the 
client system, wherein the data directs the client system to establish a session with the 
remote display server, whereby the student is able to use the client system to remotely 
interact with at least one of the one or more virtual machines after the connection is 
established. 

In another aspect, a system according to one embodiment of the invention 
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includes a first computer system comprising a distance learning front-end server; and 
two or more second computer systems. Each one of the second computer systems has 
installed therein a virtual machine platform for allowing virtual machines to run on the 
second computer system, a virtual machine launcher, and a remote display server. 

5 

Advantageously, the distance learning front-end server is operable to: (a) 
transmit a list of exercises to a client system, whereby the client system displays the list 
of exercises to a student (each exercise is associated with one or more virtual 
machines); (b) receive data transmitted from the client system, wherein the data 
10 indicates that the student selected a particular exercise from the list; (c) select one of the 
u plurality of second computer systems; (d) transmit to the virtual machine launcher 

S installed on the selected second computer system an exercise identifier that identifies 

;H the particular exercise selected by the student, wherein the virtual machine launcher 

!Jf launches the one or more virtual machines that are associated with the particular 

M 15 exercise; and (e) transmit to the client system data that directs the client system to 
establish a session with the remote display server installed on the selected second 
computer system. After the connection is established, the student is able to use the 
client system to remotely interact with at least one of the one or more virtual machines 
that were launched by the virtual machine launcher. 



II 



TV 20 



In another aspect, the present invention provides a computer program product 
for enabling a student to perform an exercise remotely using a client system. The 
computer program product is embodied in a computer readable medium (e.g., CD, 
DVD, floppy disk, hard disk, or other computer readable medium) and includes 

25 computer instructions for: (a) transmitting a list of exercises to the client system, 

whereby the client system displays the list of exercises to the student, and wherein each 
exercise on the list is associated with one or more virtual machines; (b) receiving data 
transmitted from the client system, wherein the data indicates that the student selected a 
particular exercise from the list; (c) launching on a computer system that comprises a 

30 remote display server the one or more virtual machines that are associated with the 
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particular exercise; and (d) transmitting data to the client system, wherein the data 
directs the client system to establish a session with the remote display server, whereby 
the student is able to use the client system to remotely interact with at least one of the 
one or more virtual machines after the connection is established. 

The above and other features and advantages of the present invention, as well as 
the structure and operation of various embodiments of the present invention, are 
described in detail below with reference to the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying drawings, which are incorporated herein and form part of the 
specification, illustrate various embodiments of the present invention and, together with 
the description, further serve to explain the principles of the invention and to enable a 
person skilled in the pertinent art to make and use the invention. In the drawings, like 
reference numbers indicate identical or functionally similar elements. Additionally, the 
left-most digit(s) of a reference number identifies the drawing in which the reference 
number first appears. 

FIG. 1 is a functional block diagram of a system according to one embodiment. 

FIG. 2 is a flow chart illustrating a process according to one embodiment. 

FIG. 3 is a functional block diagram of a system according to another 
embodiment. 

FIG. 4 is a flow chart illustrating a process that is performed by a virtual 
machine launcher according to one embodiment. 

FIG. 5 is a flow chart illustrating a process that is performed by a distance 
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learning back-end server according to one embodiment. 

FIG. 6 is a flow chart illustrating a process that is performed by a distance 
learning front-end server according to one embodiment. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

While the present invention may be embodied in many different forms, there is 
described herein in detail an illustrative embodiment with the understanding that the 
present disclosure is to be considered as an example of the principles of the invention 
and is not intended to limit the invention to the illustrated embodiment. 

FIG. 1 is a functional block diagram of a system 100 according to one 
embodiment. System 100 includes a server computer system 102 and a client computer 
system 104. Server computer system 102 communicates with client computer system 
104 through a communications network or link 110. 

Server computer system 102 includes the following software: a virtual machine 
platform 122 for running one or more virtual machines within computer system 102, a 
remote display server (RDS) 124 for providing remote access to a graphical user 
interface displayed on server computer system 102, and a distance learning server 
(DLS) 126. DLS 126 has access to a storage medium 108. Server system 102 may 
include one or more computers. 

Stored on storage medium 108 is a course database 130 and one or more sets of 
virtual machine files 132. Course database 130 functions to (a) associate usernames and 
course names, (b) associate each course name with the names of one or more exercises, 
and (c) associate each exercise name with the names of one or more virtual machines. 
Each virtual machine is associated with a set of virtual machine files 132. Each set of 
virtual machines files 132 includes, at the least, a virtual disk file. 
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Client computer system 104 includes the following software: a distance learning 
client (DLC) 146 and a remote display viewer (RDV) 148. In one embodiment, DLS 
126 includes a standard web server and other software or scripts, DLC 146 is standard 
Java-capable web browser, and viewer 148 is a Java client which runs on any Java- 
capable browser. Other browsers and viewers can be used. The invention is not limited 
to any particular distance learning client or remote display viewer. 

A virtual machine platform 122 that can be used with the present invention is 
VMware Workstation 3.0, which may be purchased or licensed from VMware, Inc., of 
Palo Alto, CA 94304 USA. Other hardware and software configurations may be used. 
A remote display system that can be used to implement server 124 and viewer 148 is the 
Virtual Network Computing (VNC) remote display system, which can be obtained from 
AT&T, Inc. (see e.g., http ://www.uk.research.att.comyvnc/ .). Other remote display 
systems may be used. 

FIG. 2 is a flow chart illustrating a process 200 performed by DLS 126 in the 
embodiment where DLC 146 is a Java-capable web browser and viewer 148 is a Java 
application. Process 200 begins in step 202, where DLS 126 receives a connection 
request from DLC 146. After receiving the connection request, DLS 126 transmits a 
login page to DLC 146, which displays the login page to a user 101 (step 204). User 
101 enters his/her username and password into the appropriate field on the login page 
and then DLC 146 transmits the username and password to DLS 126. In step 206, DLS 
126 receives the username and password. In step 208, DLS 126 determines whether the 
username and password combination are valid. If they are not valid the process ends, 
otherwise control passes to step 210. 

In step 210, DLS 126 accesses course database 130 to determine the courses 
with which the username entered by user 101 is associated. User 101 may be enrolled 
in one or more courses, in which case, user 101's username is associated with the 
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courses in which user 101 is enrolled. In step 212, DLS 126 transmits to DLC 146 a 
page containing a list of the names of the courses determined in step 210. DLC 146 
receives the page and displays it to user 101. User 101 can select any one of the listed 
course names. In response to user 101 selecting a course name, DLC 146 transmits the 
5 course name to DLS 126. In step 214, DLS 126 receives from DLC 146 the selected 

course name. In step 216, DLS 126 accesses course database 130 to determine the 
names of the exercises that are associated in the database with the course name. 

In step 218, DLS 126 transmits to DLC 146 a page containing a list of the 
10 exercise names determined in step 216. DLC 146 receives the page and displays it to 
user 101. User 101 can select any one of the listed exercise names. In response to user 
101 selecting an exercise, DLC 146 transmits the exercise name to DLS 126. In step 
220, DLS 126 receives from DLC 146 the selected exercise name. In step 222, DLS 
126 accesses course database 130 to determine the names of the virtual machines that 
15 are associated in the database with the selected exercise name. 

In step 224, DLS 126 launches the virtual machines identified by the virtual 
machine names determined in step 222. Each one of the virtual machines has an 
operating system that produces a user interface. For each virtual machine launched in 

20 step 224, virtual machine platform 122 creates a window that displays the user interface 
produced by the virtual machine's operating system. In step 226, DLS 126 launches 
remote display server 124. In step 228, DLS 126 transmits a page to DLC 146 that 
includes a selectable icon or link (e.g., a selectable button) for each virtual machine that 
was launched in step 224 and that causes DLC 146 to load viewer 148. After viewer 

25 148 is loaded, viewer 148 establishes a session with remote display server 124. Once 

the session with remote display server 124 is established, viewer 148 and remote 
display server 124 cooperate so that viewer 148 displays to user 101 the window that is 
currently in focus on server system 102. When viewer 148 displays the window that is 
currently in focus on server system 102, user 101 can interact with (e.g., issue 

30 commands to) the application (e.g, the virtual machine) that is running in that window, 

Attorney Docket No. \ 23415-013 8 
Novell Ref. No. IDR-548 



and thereby perform tasks required by the user selected exercise. 



In step 230, DLS 126 waits for user 101 to select one of the buttons included in 
the page transmitted in step 228. When user 101 activates one of the buttons, DLC 146 
5 transmits to DLS 126 a message that indicates which button was activated. In step 232, 
DLS 126 determines the virtual machine that is associated with the activated button and 
causes the window in which that virtual machine is running to come into focus. After 
this window comes into focus, viewer 148 displays the window to user 101 so that user 
can interact with the virtual machine running in the window. In this way, user 1 01 can 
10 remotely access one or more virtual machines, and, thereby, complete all of the tasks 
y: required by the selected exercise. After step 232, control passes back to step 230. 



, \- St 



l5 FIG. 3 is a functional block diagram of a system 300 according to another 

!j; embodiment of the present invention. System 300 includes a server computer system 

I y 

S 15 302, one or more client computer systems 104(a), 104(b), 104(n), and computing 

iS 

7 systems 380(a), 380(b) . . . 380(w). Server computer system 302 includes the following 

software: a distance learning back-end server (DLBS) 326 and a distance learning front- 

llj end server (DLFS) 327. 



y 



20 Each computer system 380 includes a computer 390 and a storage medium 398. 

Each computer 390(a), 390(b), . . ., 390(n) includes the following software: a virtual 
machine platform 122 for running one or more virtual machines within computer 390, a 
remote display server 124 for providing remote access to a graphical user interface 
displayed on computer 390, and a virtual machine launcher (VML) 397. Each storage 

25 medium 398(a), 398(b), . . ., 398(n) stores a database 330 and one or more sets of virtual 
machine files 132. 



FIG. 4 is a flow chart illustrating a process 400 performed by a VML 397, such 
as VML 397(a). Process 400 begins in step 402, where VML 397(a) establishes a 
30 connection with DLBS 326. In one embodiment, the connection is a persistent 
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connection. After establishing the connection with DLBS 326, VML 397(a) registers 
itself with DLBS 326. That is, VML 397(a) transmits its configuration information and 
course information to DLBS 326 (step 404). The configuration information may 
include an identifier that uniquely identifies the VML 397(a) and may include the port 
number at which remote display server 124(a) listens for incoming connections. The 
course information may include the list of courses that are installed on computer 390(a). 
If a course is installed on computer 390(a), then course information concerning the 
course is stored in course database 330(a). Thus, VML 397(a) determines the courses 
that are installed on computer 390(a) by searching database 330(a). 

In step 406, VML 397(a) waits to receive from DLFS 327 a message that 
indicates that a user has selected a course exercise. The message may include the name 
of the exercise and the name of the course to which the exercise belongs. The message 
may also include an identifier (e.g., an IP address or other identifier) that identifies the 
computer that the user is currently using. 

After receiving the message, VML 397(a) determines the virtual machines that 
are associated with the exercise identified in the message (step 408). Each course 
exercise is associated with one or more virtual machines. This information is stored in 
database 330(a). Thus, when VML 397(a) receives the message from DLFS 327, VML 
397(a) queries database 330(a) for the names of the virtual machines that are associated 
with the identified exercise. After determining the virtual machines that are associated 
with the identified exercise, VML 397(a) launches the virtual machines (step 410). 
Thus, at this step, one or more virtual machines are running on computer 390(a). 

In step 412, VML 397(a) launches remote display server 124(a) (if it is not 
already running) and configures remote display server 124(a) to accept connections 
only from a viewer 148 that runs on the computer that was identified in the message 
received in step 406. After remote display server 124(a) accepts a connection from the 
remote display viewer 148 that runs on the computer identified in the message, the user 
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of the computer can remotely access the virtual machines that were launched in step 
410. In this way, the user can perform the exercise remotely. That is, even though the 
exercise requires the user to interact with multiple machines, the user need not 
physically go to a classroom lab to perform the exercise: the user can perform the 
exercise from practically anywhere. 

In step 414, VML 397(a) transmits to DLFS 327 the names of the virtual 
machines associated with the identified exercise. In step 416, VML 397(a) waits for a 
message from DLFS 327. The message contains an indication that the user has finished 
the exercise or it contains an identifier that identifies one of the virtual machines that 
were launched in step 410. If the message contains an indication that the user has 
finished the exercise, then control passes to step 418, otherwise control passes to step 
420. 

In step 418, VML 397(a) shuts down the virtual machines that it launched in 
step 410. After step 418, control passes back to step 406. In step 420, VML 397(a) 
brings into focus the window in which the identified virtual machine is running. This 
causes remote display server 124(a) to transmit the window information to the user's 
remote display viewer, thereby enabling the user to remotely access the virtual machine 
that is running in the window. After step 420, control passes back to step 416. 

FIG. 5 is a flow chart illustrating a process 500 performed by DLBS 326. 
Process 500 begins in step 502, where DLBS 326 waits for a connection request from a 
VML 397. In step 504, DLBS 326 receives a connection request from a VML 397. 
After the connection with the VML 397 is established, DLBS 326 receives from the 
VML 397 configuration information and course information (step 506). The 
configuration information may include an identifier that uniquely identifies the VML 
397 and may include the port number at which remote display server 124 listens for 
incoming connections. The course information may include the list of courses that are 
installed on the computer 390 on which VML 397 is installed. In step 508, the 
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configuration and course information received in step 506 is written to a file 347 stored 
on storage medium 308. After step 508, control passes back to step 502. 

FIG. 6 is a flow chart illustrating a process 600 performed by DLFS 327. 
Process 600 begins in step 602, where DLFS 327 receives a connection request from 
one of the DLCs 146(a), 146(b) . . . 146(n). After receiving the connection request, 
DLFS 327 transmits a login page to the DLC 146, which displays the login page to a 
user 101 (step 604). User 101 enters his/her username and password into the 
appropriate field on the login in page and then the DLC 146 transmits the username and 
password to DLFS 327. In step 606, DLFS 327 receives the username and password. 
In step 608, DLFS 327 determines whether the username and password combination are 
valid. If they are not valid the process ends, otherwise control passes to step 610. 

In step 610, DLFS 327 accesses course database 130 to determine the courses 
with which the username entered by user 101 is associated. User 101 may be enrolled 
in one or more courses, in which case, user 101's username is associated with the 
courses in which user 101 is enrolled. In step 612, DLFS 327 transmits to the DLC 146 
a page containing a list of the names of the courses determined in step 610. The DLC 
146 receives the page and displays it to user 101. User 101 can select any one of the 
listed course names. In response to user 101 selecting a course name, the DLC 146 
transmits the course name to DLFS 327. In step 614, DLFS 327 receives from the DLC 
146 the selected course name. In step 616, DLFS 327 accesses course database 130 to 
determine the names of the exercises that are associated in the database with the course 
name. 

In step 618, DLBS 326 transmits to the DLC 146 a page containing a list of the 
exercise names determined in step 616. The DLC 146 receives the page and displays it 
to user 101. User 101 can select any one of the listed exercise names. In response to 
user 101 selecting an exercise, the DLC 146 transmits the exercise name to DLFS 327. 
In step 620, DLFS 327 receives from the DLC 146 the selected exercise name. 
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In step 622, DLFS 327 determines which of the VMLs 397(a),(b). . .(n) are 
available. For example, in one embodiment, a list of the available VMLs 397 is 
maintained, and, in this embodiment, DLFS 327 examines the list of available VMLs 
397 to determine the VMLs that are available. In step 624, DLFS 327 examines file 
347 to determine whether there exists an available VML 397 that is running on a 
computer 390 onto which the selected course has been installed. If there does not exist 
such an available VML 397, control passes to step 626, otherwise control passes to step 
628. 

In step 626, DLFS 327 sends a message to the DLC 146 indicating that the 
selected exercise cannot be performed at this time. Upon receiving the message, the 
DLC 146 displays the message to the user. 

In step 628, DLFS 327 selects an available VML 397 that is running on a 
computer 390 onto which the selected course has been installed. In step 630, DLFS 327 
removes the selected VML 397 from the list of available VMLs. In step 632, DLFS 327 
launches the virtual machines associated with the selected exercise by sending a 
message to the selected VML 397. The message indicates that a user 101 has selected a 
course exercise. The message may include the name of exercise and the name of the 
course to which the exercise belongs. The message may also include an identifier that 
identifies the computer that the user 101 is currently using. After receiving the message 
from DLFS 327, the VML 397 determines the one or more virtual machines that are 
associated with the exercise identified in the message and launches those virtual 
machines. 

In step 634, DLFS 327 receives a message from the selected VML 397. The 
message includes the names of the one or more virtual machines that were launched by 
the VML 397 in response to the message sent in step 632. In step 636, DLFS 327 waits 
for the remote display server 124 that is running on the same computer as the selected 
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VML 397 to be loaded and operationally ready. After DLFS 327 confirms that the 
remote display server 124 is operationally ready, DLFS 327 transmits a page to the 
DLC 146 (step 638). The page includes a button for each virtual machine that was 
identified in the message received in step 634. The page also includes code that causes 
the DLC 146 to load viewer 148 and causes viewer 148 to establish a session with the 
remote display server 124. 

Once the session with the remote display server 124 is established, viewer 148 
and the remote display server 124 cooperate so that viewer 148 displays to user 101 the 
window that is currently in focus on computer 390. When viewer 148 displays the 
window that is currently in focus on computer 390, user 101 can interact with the virtual 
machine that is running in that window, and thereby perform tasks required by the 
selected exercise. 

In step 640, DLFS 327 waits for user 101 to activate one of the buttons included 
in the page transmitted in step 638. When user 101 activates one of the buttons, the 
DLC 146 transmits to DLFS 327 a message that indicates which button was activated. 
In step 642, DLFS 327 determines the virtual machine that is associated with the 
activated button and sends a message to VML 397. The message includes an identifier 
that identifies the virtual machine that that is associated with the activated button. After 
receiving the message, VML 397 brings into focus the window in which the identified 
virtual machine is running. After this window comes into focus, viewer 148 displays 
the window to user 101 so that user can interact with the virtual machine running in the 
window. In this way, user 101 can remotely access one or more virtual machines, and, 
thereby, complete all of the tasks required by the selected exercise. After step 642, 
control passes back to step 640. 

While the processes illustrated herein may be described as a series of 
consecutive steps, none of these processes are limited to any particular order of the 
described steps. Additionally, it should be understood that the various illustrative 
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embodiments of the present invention described above have been presented by way of 
example only, and not limitation. Thus, the breadth and scope of the present invention 
should not be limited by any of the above-described exemplary embodiments, but 
should be defined only in accordance with the following claims and their equivalents. 
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